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This Update is produced by
Wikborg Rein. It provides a sum-
mary of the legal issues, but is
not intended to give specific legal
advice. The situations described
may not apply to your circum-
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or have questions or comments,
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the contact persons mentioned
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Update may not be reproduced
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Editorial

Dear readers

elcome to the first edition of the Wikborg
Rein Compliance Update.
The aim of this publication is to
provide our readers with information and
updates on current topics in ethics, compliance and crisis
management.

It has now been two years since the Russian invasion
of Ukraine. One of the ways the global community has re-
sponded has been to impose on Russia some of the most
stringent and comprehensive sanctions ever imposed on a
single country. In this edition, you will find several articles
on sanctions-related issues, including some ‘lessons learned’
after the past few years of sanctions, how to navigate China’s
anti-sanctions laws amidst the sanctions against Russia and a
contemplation on the issue of enforcement of arbitral awards
that may contravene applicable sanctions.

As the regulatory landscape develops, compliance be-
comes increasingly important in more and more areas. This
also includes the transition from hard law to soft law in
several fields. One such area is responsible business prac-
tices and human rights. In this regard, the proposed new EU
directive on corporate sustainability due diligence, which the
Council of the European Union will vote on 9 February 2024,
could be an historic breakthrough in the way companies can
be held responsible for human rights abuses in their value
chain. Furthermore, we have included an article on stricter
EU marketing rules seeking to empower consumers for the
green transition, which includes a ban on greenwashing.

This edition also covers updates within the wider
compliance sphere, for example articles on the EU’s
Artificial Intelligence (AI) Act, managing the risk of cyber-
attacks and measures to better safeguard national security
interests through potential changes to Norwegian foreign
direct investment legislation.

In these ever-changing times, we hope you find our
Compliance Update an enjoyable and informative read.

Editors of the Compliance Update

Tine E. Vigmostad Kristin N. Brattli
Partner Partner
tvi@wr.no knh@wr.no

Elisabeth Roscher

Partner and head of Wikborg Rein’'s ESG,
Compliance and Crisis Mangement team, Oslo

As the regulatory
landscape develops,
compliance becomes
increasingly important
in more and more areas.

Hanne R. Gundersrud
Senior Lawyer
hgu@wr.no
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Sanctions and shipping

The Crackdown on Price Cap
Evasion and the BIMCO Russian
Oil Price Cap Scheme Clause for
Charter Parties

The BIMCO Russian Oil Price Cap Scheme Clause was long-
anticipated when it was published on 2 June 2023. There has since
been growing concern that the original Price Cap Measures were
easy to circumvent, and in this article we examine the impact of
the latest measures to combat such evasion.

he “Price Cap Measures”

on Russian origin crude-oil

and petroleum products

(“Russian Oil”) were first
introduced by the G7 countries and
their coalition partners with effect
from December 2022 and February
2023, respectively. Although there
are subtle differences in the formal
implementation of the scheme in
the various participating countries,
the essence is consistent: (i) a pro-
hibition on marine transport, and
services supporting such transporta-
tion, of seaborn Russian Oil globally,
combined with an exception permit-
ting the provision of such services if
(a) the Russian Oil was purchased at
or below a fixed price cap or (b) the
party has reasonably relied on an
attestation to that effect.

By now, shipping parties have
already grown accustomed to the
process of requesting price infor-
mation and making attestations to
comply with the Price Cap Meas-
ures. There has also been strong
engagement by the industry and
by lawyers specialising in shipping
sanctions with the relevant sanc-
tions authorities. This has resulted
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in useful updates to the official
guidance, as well as practical work
to implement the rules.

Despite such successes, there has
been growing unease that the Price
Cap Measures might have been too
easy to circumvent for illegitimate
actors and have thus not been
wholly successful in reducing the
amount of non-Price Cap compliant
trade in Russian Oil. As a result, the
Price Cap Coalition recently agreed
on a set of measures aimed at reduc-
ing circumvention, including more
detailed attestation requirements.
We have also seen high-profile
enforcement action targeting some
actors paying lip-service to the
pre-existing position that adequate
due diligence has to be carried out
before relying on attestation and
re-emphasising that attestations are
not a “tick-box”-exercise.

ADDITIONAL ATTESTATION
REQUIREMENTS

On 20 December 2023, the Price
Cap Coalition published a state-
ment outlining changes to the Price
Cap Measures. As a result, all G7
countries and their coalition part-

ner service providers are required
to “receive attestations from their
counterparties each time they lift or
load Russian o0il”, also known as a
per-voyage attestation requirement.
The relevant authorities in the
EU, UK and US have published
guidance elaborating on the con-
tent of the per-voyage attestation
requirement. In short, Tier 1 and
certain Tier 2 operators must pro-
vide an attestation confirming price
cap compliance to any other Tier 1
or Tier 2 counterparty prior to the
lifting or loading of Russian Oil or
the effective date of the contract
(whichever is earlier), and an addi-
tional attestation prior to the lifting
or loading of Russian Oil. Further,
they must provide an attestation
to any Tier 3A operator (omitting
reinsurers and certain financial in-
stitutions) prior to the effective date
of the contract, and an additional
attestation for every relevant voyage
within 30 days of lifting or loading
Russian Oil. Tier 3A operators must
similarly request an attestation for
all relevant voyages within 30 days
of lifting or loading Russian Oil.
The per-voyage attestation


https://home.treasury.gov/system/files/136/Coalition-Statement-on-Price-Cap-Rule-Updates.pdf
https://home.treasury.gov/system/files/136/Coalition-Statement-on-Price-Cap-Rule-Updates.pdf
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requirements enter into force on 19
February 2024 in the UK and US,
and 20 February 2024 in the EU.

In addition to the per-voyage
attestation requirements, the Price
Cap Coalition requested that all op-
erators with access to price informa-
tion (Tier 1 and certain Tier 2 opera-
tors) maintain and retain itemised
price information for ancillary
costs, including e.g., cost of export
licences, inspection, shipping fees
and packaging. This information
must be shared with operators
without access to price information
(Tier 3A operators and certain Tier 2
operators) upon request.

This requirement enters into
force on the same date as the per-
voyage attestation requirement set
out above.

THE BIMCO CLAUSE

Since its introduction, the BIMCO
Clause has been much used by ship-
ping operators worldwide. The need
for a specific clause on the Price
Cap Measures was clear and, prior
to its introduction, the industry’s
approach consisted of a number

of bespoke clauses in circulation,

which in some cases resulted in
fairly intense negotiations between
counterparties.

The BIMCO Clause has been a
useful and in many cases suitable
clause to replace the pre-existing
versions that we have seen in circu-
lation.

However, the clause was drafted
as a ‘one size fits all’ clause covering
all Price Cap Measures for both time
and voyage charters, and could not
be expected to address all of the nu-
anced issues that arise in practice.
As demonstrated by the tightening
of the attestation requirements, one

9

of the issues in respect of long-term
charters will be to ensure the clause
is sufficiently “future proof™.

Users should therefore carefully
consider what changes are neces-
sary to make the clause suitable for
their purposes. Some important
points to consider are:

1. The official EU and UK guid-
ance on the Price Cap Measures
makes it clear that owners must
carry out sufficient due diligence
to satisfy themselves that it is
reasonable to rely on the price in-
formation / attestations provided

The per-voyage attestation
requirements enter into force on 19
February 2024 in the UK and US, and
20 February 2024 in the EU.
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Sanctions and shipping

by charterers. This may require
owners to review additional
information beyond what they
are entitled to request under the
BIMCO clause. Owners should
consider whether they are suf-
ficiently protected on this point
by any charter party clauses or if
they are comfortable on the basis
of their pre-existing knowledge
of the charterers or trading in
question.

. It may be beneficial to both par-
ties to include some form of “pre-
approval” process where owners
can assess the relevant trade,

the parties involved and agree
what further information will
be received. This can help avoid
situations where it is discovered
at a late stage that owners are
unable to satisfy themselves of
the above requirements, which
can cause delays and lead to con-
flicts. For charterers, this may be
especially important in a charter
party where owners have other
relevant rights to refuse orders.

. Owners should also consider
whether the general confirma-
tion that charterers are comply-
ing with their own reporting
requirements is sufficient. For
example, the UK Price Cap
Measures require owners to
report to OFSI if owners transact
directly with a Tier 1 counter-
party in certain circumstances,
including when that Tier 1 coun-
terparty is not itself required to
report because UK sanctions

do not apply to it. Accordingly,

if UK owners are dealing with
charterers who are also the buyer
or seller of the cargo, it will be
important for owners to find out
if charterers are actually report-
ing to OFSI.

. The new requirement for a voy-

age-based attestation is largely
covered by the requirement to
provide an attestation “/pfrior
to each loading of any Price Cap
Cargo”. However, there is a nu-
ance in the EU guidance requir-
ing a new attestation before any
ship-to-ship operation.

. The clause also does not express-

ly take into account the manda-
tory requirement for Tier 1 and
Tier 2 operators, which will usu-
ally include charterers, to collate
and keep itemised cost informa-
tion upon request. Wording to
that effect is not included in the
standard attestation language.
The provision allowing owners
to request evidence from charter-
ers arguably only covers evidence
that charterers already hold.

. While arguably these “new”

concerns are implicitly covered
by the general warranty given by
charterers that all employment
will comply with the Price Cap
Measures, dealing expressly with
these issues is likely to reduce the
scope for conflict. Owners may
also want to consider whether
they will be in a position to
comply with their insurers’ re-
quirements, which may be more

stringent than strictly required
by the Price Cap Measures.

7. Owners and charterers should
also carefully review the rights
and remedies in sub-clause (e) of
the BIMCO Clause and consider
if these are suitable for their spe-
cific charter party. We comment
further on this point below.

In relation to the last point regard-
ing remedies, this is an issue that
we have commented on in our more
general sanctions articles in the
context of longer-term contracts
(available at wr.no). In the context
of the Price Cap Clause, it is worth
keeping in mind that:

m For owners, the main point will
be whether the indemnity ade-
quately covers their interests. The
indemnity as drafted only covers
losses arising from a breach,
and as such may not extend to
any steps taken by owners on
the basis of having reasonable
grounds to suspect activity con-
trary to the Price Cap Measures.
Owners might therefore find
themselves unable to pass on a
loss for actions reasonably taken
in response to a suspected breach
of the Price Cap Measures.

m Charterers should note that own-
ers are given the right to termi-
nate the charter party in case of
a breach of the clause and where
owners have reasonable grounds
to suspect activity contrary to the
Price Cap Measures.

9

There has been growing unease
that the Price Cap Measures might
have been too easy to circumvent
for illegitimate actors.
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m More generally, the cause of
breaches or the grounds for suspi-
cion may be outside of charterers’
control. Charterers may therefore
find it difficult to accept such a

remedied or if performance canbe  tional changes to further promote
lawfully altered in some way. transparency are foreseeable, we
would welcome an update to the
In our experience the BIMCO Price clause that will reduce the perceived
Cap Clause has been widely adopted  need or desire for bespoke amend-

wide right to terminate if it is a both “as is” and as a starting point ments. In the meantime, we do
long-term charter party thatiscru-  for negotiations. In light of the not expect operators to find it too
cial to their business. Additional recent development signposting challenging to update what remains
flexibility may be appropriate in that the Price Cap Measures are a well-drafted clause with clear and
such cases if the breach can be still being refined and that addi- concise language.
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Download our app!

Wikborg Rein’s Crisis Management Tool
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Cyber risk

Managing cyber risk

All companies face the risk of cyber-attacks. In general, the
question is when and not if an attack will strike. Companies
should therefore strengthen their cyber resilience and imple-
ment robust measures to be prepared to handle all aspects of
an attack if/when it occurs.

n this article we give a brief

overview of some of the latest

developments in Norway in

the area of cyber risk and cyber
legislation, and share some recom-
mendations for how companies
should prepare to manage this risk
going forward.

CYBER SECURITY MUST BE
PRIORITISED
The latest annual report on national
digital risk in Norway was pub-
lished by the Norwegian National
Security Authority (“NSM”) on 19
October 2023 [Nasjonalt digitalt
risikobilde 2023 (nsm.no)). The
purpose of the report was to raise
awareness and motivate enterprises
to increase their cyber security
efforts, with NSM generally empha-
sising that both public and private
enterprises must prioritise cyber
security going forward.

The report highlights the follow-
ing key points:

m The developments in artificial
intelligence, including large
language models, are expected to
lead to further professionalisa-
tion among attackers.

m Cyber-attacks can have an
increased physical impact as
industrial systems (such as those
linked to critical infrastructure)
are increasingly connected to the
internet.
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m Increased focus on cyber secu-
rity may make other methods of
accessing information more at-
tractive to malicious actors. The
risk from insiders to the system
may increase with a one-sided
focus on cyber security. Thinking
about security in all domains is
crucial.

m Cyber-attacks aimed at influ-
encing voters place a strain on
democracies.

Based on the ever-increasing risk,
cyber security is a topic that should
be high on the agenda both for
company boards and management.
Directors and managers must recog-
nise the importance of understand-
ing how cyber risk can threaten the
values of the company, take neces-
sary measures to ensure the contin-
ued operation of the business (in the
wake of a cyber-attack), mitigate
financial loss, prevent loss of confi-
dential information / personal data
and limit the risk of liability and
reputational damage. Pursuant to the
Companies Act, Norwegian boards
have a duty to familiarise themselves
with and follow up on potential
compliance risk areas for the compa-
ny. The board sets expectations and
partially sets guidelines for manage-
ment priorities. Additionally, board
members may be held personally
liable (by shareholders) in the event
of financial loss.

EU CYBER SECURITY
DIRECTIVES AND CORRE-
SPONDING LEGISLATIVE
DEVELOPMENTS IN NORWAY
With respect to cyber legislation,
there is a steady stream of develop-
ments which companies must take
into account in their efforts to im-
plement comprehensive and good
cyber management.

In Norwegian law, the latest
development is the Norwegian
Parliament’s adoption of the Digital
Security Act on 20 December 2023.
The act incorporates the EU’s cyber
security directive, the NIS1 Direc-
tive (albeit that its date of entry into
force has not yet been determined).
The Digital Security Act requires or-
ganisations that have a particularly
important role in maintaining criti-
cal social and economic activity to
comply with digital security require-
ments and to notify authorities of
serious digital incidents. A number
of industries /sectors have already
been subject to legal requirements
for digital security for a number of
years, including in particular the
financial and health sectors. The
new legislation will therefore have
particular significance mainly for
companies in industries that have
not previously been subject to
equally extensive requirements for
digital security.

In the EU, the second iteration of
the cyber security directive — NIS2 -



has already entered into force. NIS2
imposes security requirements, as
well as incident notification and
governance obligations on entities
in a range of critical sectors, in-
cluding energy, transport, finance,
health, and digital infrastructure.
Members states have until October
2024 to transpose the directive into
national law. In addition to mitigat-
ing certain weaknesses in NIS1, the
NIS2 Directive aims to expand and
harmonise the scope of the cyber
security rules while also setting
certain minimum requirements. It is
not certain when NIS2 will become
part of Norwegian law. However,

it is possible that the Norwegian
government will look to the NIS2
Directive’s obligations and scope
when drawing up regulations under
the already adopted Digital Security
Act.

Regardless, companies should
even now take account not just of
NIS1, but also of the requirements
set out in the NIS2 Directive. Even
Norwegian companies without op-
erations in the EU may be indirectly
affected by NIS2, since customers
subject to the requirements in NIS2
to a greater extent than under NIS1
will be obliged to follow up on cyber
risk and resilience in their supply
chains.

In addition, companies must be
cognisant of the numerous other
relevant legal requirements pertain-
ing to cyber security, including (but
not limited to) information security
requirements. This includes general
laws such as the Security Act, which
applies to national security, and
the Personal Data Act, which ap-
plies to the protection of personal
data. There are also requirements
that apply to specific industries or
products, such as sector specific
regulations in finance, health and
the public sector. Additionally, the
upcoming Cyber Resilience Act is
highly relevant. This will be the
first EU-wide legislation of its kind,
introducing common cyber security
rules for manufacturers and devel-

opers of products with digital ele-
ments, covering both hardware and
software.

CYBER RISK MANAGEMENT AND
INCIDENT HANDLING

Preparation is key to managing
cyber risks and limiting the disrup-
tion and damage that cyber security
incidents cause. Such preparedness
can for example be achieved by:

m setting up a risk-based cyber
security risk management pro-
gramme, implementing govern-
ance-, compliance- and contrac-
tual measures;

m identifying applicable regulatory
requirements, including notifica-
tion requirements;

m implementing an effective Cyber
Incident Response Plan, which
establishes a written systematic
approach to handling the inci-
dent and includes detailed proce-
dures/guidelines (e.g. checklists),
stakeholder management etc.;

m conducting awareness and pre-
paredness training;

® mapping and following up on
employee risks (insider threats
etc.);

m setting up a dedicated data
breach response procedure pur-
suant to the GDPR;

®m mapping risks related to liability
in relevant vendor and customer
contracts; and

m assessing cyber insurance issues.

In the event of a cyber-attack, it is
important to have a trusted partner
that can assist in taking immediate
and effective action. Wikborg Rein
has extensive experience handling
various types of incidents, includ-
ing related to security breaches. We
are also used to working seamlessly
with technical experts who will play
a central role in dealing with cyber
risks and incidents as they arise.

Compliance February 2024
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Corporate criminal law

Expansion of the UK’s corporate
criminal liability regime

The UK Economic Crime and Corporate Transparency Act 2023 (“the ECCTA”)
was formally approved on 26 October 2023. Among the most significant
reforms introduced by the ECCTA are the establishment of ‘failure to prevent
fraud’ as a new UK corporate criminal offence, and a reform of the UK
identification doctrine expanding the extent of corporate criminal liability
for economic crimes. In this article, we highlight the details of these two key
aspects of the Act, and explain how they will affect Norwegian companies

with operations or subsidiaries in the UK.

he
is the latest

piece of legislation introduced by

the UK Government to combat
economic crime and strengthen corporate
transparency. It builds on, and supple-
ments, the Economic Crime (Transparency
and Enforcement) Act 2022, which created
a Register of Overseas Entities, reformed
the UK unexplained wealth order regime
and allowed the UK Government to act
more efficiently when imposing sanctions.
The ECCTA expands on the transparency,
corporate liability and sanctions reforms
introduced by its predecessor.

As we will explain further below, the
amendments introduced by the ECCTA,
the application of which is in part extra-
territorial, are relevant for Norwegian
companies with UK subsidiaries or opera-
tions.

Norwegian companies with

UK operations could be liable
if an associated person commits
fraud or an essential element of fraud
in the UK, or if some harmful impact
of the oflence is felt in the UK.
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This article will focus on the expansion

of corporate criminal liability through

the ECCTA’s introduction of the ‘failure

to prevent fraud’ offence and reform of
the identification doctrine (the manner

for attributing corporate criminal liability
under English law). In addition to these re-
forms, we briefly mention that the ECCTA
contains several requirements relating to
the registration of companies in the UK,
including to enhance the powers of the
UK Companies House, introduce new
company registration requirements and
identity verification requirements for com-
pany directors and people with significant
control, and increase the transparency of
ownership and governance of UK corpo-
rate entities.

‘FAILURE TO PREVENT FRAUD’ AS A
NEW CRIMINAL OFFENCE

The ECCTA introduces ‘failure to prevent
fraud’ as a criminal offence for companies
and partnerships (together referred to as
‘organisations’) . The offence builds on
existing offences such as the failure to
prevent facilitation of tax evasion under
the UK Criminal Finances Act 2017 and
failure to prevent bribery under the UK
Bribery Act 2010. As with these offences,
the failure to prevent fraud offence applies
across all commercial sectors. However,
unlike the pre-existing ‘failure to prevent’


https://www.legislation.gov.uk/ukpga/2023/56/enacted
https://www.legislation.gov.uk/ukpga/2023/56/enacted

offences, the offence under the ECCTA is
limited to ‘large organisations’.

Section 201 of the ECCTA defines ‘large
organisations’ as bodies that satisfy at
least two of the following three conditions
in the financial year preceding the fraud
offence:

i. More than £36 million turnover

ii. More than £18 million in total assets on
the balance sheet

iii. More than 250 employees

Pursuant to Section 202, the offence also
applies to parent companies (including
non-UK parent companies, if there is UK
nexus) if the group satisfies, in aggregate,
at least two of the following three condi-
tions in the financial year preceding the
fraud offence:

iv. More than £36 million net (or £43.2
million gross) turnover

v. More than £18 million net (or £21.6
million gross) in total assets on the
balance sheet

vi. More than 250 employees

It is possible that the scope will expand in
the future to include small and medium
sized enterprises (SMEs), since the thresh-
olds can be amended by secondary legisla-
tion.

Importantly, the failure to prevent fraud
offence has a wide extra-territorial appli-
cation. The UK Government’s Factsheet
about the new offence states that if an
employee commits fraud under UK law, or
targeting UK victims, the employer could
be prosecuted, even if the organisation or
the employee is based overseas. Since most
of the listed offences already have a wide
extra-territorial application, Norwegian
companies with UK operations could be li-
able if an associated person commits fraud
or an essential element of fraud in the UK,
or if some harmful impact of the offence is
felt in the UK (e.g., the offence targets UK
victims).

For organisations to be liable for the
failure to prevent fraud, three conditions
must be present:

i. a specified economic offence must be
committed by an ‘associated person’,

i.e. an employee, agent or subsidiary of

Compliance February 2024
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Corporate criminal law

the organisation, or a person that other-
wise performs services for or on behalf
of the body

ii. the offence must be intended to benefit,
directly or indirectly, the organisation
or any person to whom the organisa-
tion provides services (e.g. customers or
clients)

iii.the organisation must not have had
reasonable fraud prevention procedures
in place.

The term ‘associated person’ is defined
broader in the ECCTA than its counter-
parts in the failure to prevent bribery and
failure to prevent facilitation of tax eva-
sion offences. Under the latter offences,
subsidiaries and employees will only be
‘associated persons’ if they perform ser-
vices for or on behalf of the organisation
(albeit that there is a (rebuttable) presump-
tion that employees will be considered
associated persons of their employer
company). In contrast, all subsidiaries and
employees are automatically considered
‘associated persons’ by virtue of section
199(5) of the ECCTA. It remains to be seen
whether these distinctions in the respec-
tive legislative texts — which may create
problems in practice if equivalent terms
are given different meanings — will remain
once the government guidance on the fail-
ure to prevent fraud offence is published.

Liability is not dependent on the com-
pany being aware of the fraud. Nonethe-
less, the organisation will not be liable if it
was, or was intended to be, a victim of the
fraud offence. This concession only applies
where the offence was intended to benefit
a client or customer of the organisation,
and not where it was intended to benefit
the organisation.

To make it easier to prosecute com-

panies for criminal wrongdoing,
and aiming to establish a more efiective de-
terrent, the new law expands the extent to
which companies and partnerships can be
held criminally liable for economic crimes.

12 UPDATE | Compliance February 2024

The UK government will publish a list

of economic offences to which the duty
to prevent fraud will apply. The list will
include false accounting, as well as core
offences under the UK Fraud Act 2006,
such as false representation, failure to
disclose information and abuse of posi-
tion. Additionally, obtaining services
dishonestly, participation in a fraudu-
lent business, fraudulent trading, false
statements by company directors, and
cheating the public revenue will be
covered. Money laundering will not be
considered an offence under the new
provision, as legislators considered it
already addressed by existing regimes.
Further offences can be added by second-
ary legislation, provided that they involve
‘dishonesty’, are of a similar character to
those listed, or are relevant money laun-
dering offences under Section 327 to 329 of
the Proceeds of Crime Act 2002 (conceal-
ing, arrangements, and acquisition, use
and possession).

Moreover, the failure to prevent fraud
offence also includes ‘aiding, abetting,
counselling or procuring the commission
of a listed offence’. Thus, a company could
be liable in cases in which an employee
has assisted another entity in committing
an offence intended to benefit the com-
pany or its clients.

Organisations will benefit from a
defence to the failure to prevent fraud
offence if they can prove that they had
reasonable procedures in place to prevent
the fraud, or that it was not reasonable to
expect any prevention procedures to be in
place. This must be decided in light of ‘all
the circumstances’. The Act’s use of the
term ‘reasonable procedures’ reflects the
recent shift in the UK legal landscape - in-
cluding by the House of Lords Bribery Act
2010 Committee and the UK Law Commis-
sion - from a requirement that prevention
procedures should be ‘adequate’, to the
expectation that they must be ‘reasonable’.
This, in turn, reflects a fear that the term
‘adequate’ would be interpreted so strictly
that no defendant company would be able
to avail itself of the defence. The Govern-
ment is required to issue guidance about
procedures which are considered reason-
able in this regard, and such guidance is
expected to be published in spring 2024.



Based on the UK Government’s guidance
to the failure to prevent bribery and failure
to prevent facilitation of tax evasion of-
fences, it is expected that the guidance
may cover the following topics:

m Having in place proportionate proce-
dures to prevent economic crimes

m Top-level commitment to preventing
bribery by associated persons

m Undertaking periodic, informed and
documented risk assessments

m Implementing due diligence procedures

Communication and training

m Monitoring and review of procedures
designed to prevent fraud

The failure to prevent fraud offence is
expected to enter into force after the UK
Government’s guidance on reasonable pro-
cedures has been published. If convicted,
the organisation is liable to a fine, a limit
for which is not stated in the ECCTA.

REFORM OF THE IDENTIFICATION
DOCTRINE EXPANDING CORPORATE
CRIMINAL LIABILITY FOR ECONOMIC
CRIMES

The identification doctrine entails that
where a specific mental state (e.g. intent,
dishonesty or recklessness) is a prereq-
uisite for an offence, a company would
only be liable if a person representing the
‘directing mind and will’ of the company
possessed the required mental state. This
evidential hurdle has proved challenging
for prosecutors in practice, however, in
particular with respect to larger organisa-
tions (as also illustrated by a number of
high-profile prosecutorial failures by the
UK’s Serious Fraud Office in later years).
To make it easier to prosecute companies
for criminal wrongdoing, and aiming

to establish a more effective deterrent,
the ECCTA expands the extent to which
companies and partnerships can be held
criminally liable for economic crimes.
This expansion entered into force on 26
December 2023.

Under Section 196 of the ECCTA, or-
ganisations will be guilty of a ‘relevant
offence’ committed by a ‘senior manager’
acting within the actual or apparent scope
of their authority. This also applies where
the senior manager attempts or conspires

to commit an economic crime as defined
in the Act. Unlike the ‘failure to prevent
fraud’ offence, the reform of the identifi-
cation doctrine applies to all companies
regardless of size.

A ‘senior manager’ is defined as an indi-
vidual who plays a significant role in:

i. the decision-making about how the
organisation’s activities, or a significant
part of the organisation’s activities are
to be managed or organised, or

ii. the actual managing or organising of
the whole or a substantial part of those
activities

Schedule 12 of the Act contains a list of
‘relevant offences’ of an economic nature,
including the offences covered by the
failure to prevent offence, as well as others,
such as money laundering, offences relating
to sanctions and terrorist financing, and
certain financial services offences under the
Financial Services and Markets Act 2000.

In its Factsheet about the reform, the
UK Government outlines its intention to
extend the identification doctrine reform
to all criminal offences in due course. This
means that companies will need to put
in place measures to prevent employees,
agents, subsidiaries and other associated
persons from committing a wider range of
economic crimes than those covered by the
‘failure to prevent fraud’ offence.

If no act or omission forming part of
the offence takes place in the UK, the
organisation is only guilty of an offence if
it would be guilty of the relevant offence
in the country in which it was commit-
ted. Since most of the ‘relevant offences’
under the ECCTA are offences also under
Norwegian law, the reform of the identifi-
cation principle will also potentially affect
UK subsidiaries of Norwegian companies,
even where the offence itself is commit-
ted in Norway, provided there is still some
form of UK nexus / involvement of the UK
subsidiary. It is worth noting, however,
that Norwegian law already allows for
attribution of corporate liability where an
offence has been committed by a senior
manager who has acted on behalf of a
company, and this concept as such should
therefore already be well-known to Nor-
wegian entities.
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Sanctions disputes

Enforcing an award
contrary to sanctions, an
issue of ’public policy’?

The past few years have illustrated with a vast intensity the relevance of
international sanctions for an ever expanding number of businesses and sectors.
This backdrop has also led to a significant increase in sanctions related disputes,
which in turn has led to discussions regarding enforcement of arbitral awards

that contravene applicable sanctions.

Companies

with assets in
countries outside the
EU may find that an
arbitral award may be
enforced by seizure
of these assets, even
in the event that the
arbitral award is not
enforceable in the EU.
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iolations of sanctions can lead to a

wide array of adverse consequenc-

es, including civil and criminal

liability. The list of trading restric-
tions is continuously expanding. This is the
backdrop to the challenging balancing act
market operators are facing between ensur-
ing sanctions compliance and continuing
commercial operations, while avoiding legal
disputes with counterparties as a result of
having taken an overly restrictive approach
to sanctions compliance.

Arbitral awards are as a starting point
valid and binding, and should be complied
with. However, the arbitral award may
mandate that a party undertakes a transac-
tion that the arbitral tribunal wrongfully
has found not to be a contravention of
sanctions, or that has become prohibited by
sanctions after the award is rendered, or en-
forcement may be sought in a jurisdiction
other than that of the law of the contract or
the seat of arbitration. In such instances,
the party obliged by the award may be in
breach of sanctions by complying with the
award, in turn risking civil and criminal
penalties. The party may, therefore, wish to
oppose enforcement of the award.



CAN SANCTIONS COMPLIANCE
AMOUNT TO ‘PUBLIC POLICY'?

Under the New York Convention [United
Nations Convention on the Recognition
and Enforcement of Foreign Arbitral
Awards (New York, 10 June 1958)], Article
5 (2) (b), the recognition and enforcement
of an arbitral award may be refused if the
competent authority in the country where
recognition and enforcement is sought
finds that the recognition or enforce-
ment of the award would be contrary to
the public policy of that country. (Most
international arbitration conventions and
national arbitration statutes are modelled
on this provision, including Norwegian
law.) What constitutes ‘public policy’ is
narrowly construed; it is commonly not
sufficient that the arbitral award runs con-
trary to mandatory laws and regulations.
Generally, the ‘public policy’ argument

is meant be used to set aside an award

or refuse its enforcement if it breaches
fundamental rules or principles of a mate-
rial or procedural nature. Enforcement
may only be denied where it would vio-
late the forum state’s most basic notions
of morality and justice [See for example

Parsons & Whittemore Overseas Co., Inc.

v. Sociéte Générale de U'Industrie du Papier
(RAKTA), U.S: Court of Appeals, 2d Cir.,
Dec. 23, 1974, 508 F.2d at 973-974 and IPCO
(Nigeria) Ltd v. Nigerian National Petroleum
Corp. [2005] EWHC 726], which should not
be equated with the state’s foreign policy.
This strict approach recognises the finality
of arbitral awards, and is internationally
adopted.

This gives rise to the question of when
rules on economic sanctions and restric-
tive measures are sufficiently fundamental
to be considered ‘public policy’, paving the
way for a refusal to enforce arbitral awards
in breach of them. In Eco Swiss [C-126/97]
the Court of Justice of the European Union
stated that the current Article 101 Treaty
on the Functioning of the European Union
(TFEU), prohibiting anti-competitive be-
haviour, constituted a fundamental provi-
sion for the functioning of the EU internal
market, thus being EU public policy. This
has been repeated in later case law. As
such, it may well be argued that EU sanc-
tions should be treated in the same man-
ner — at least as a starting point — within
EU member states [See e.g. Government
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& Ministries of the Republic of Iraq v. Ar-
mamenti e Aerospazio SpA et al. and CAM
Case No. 1491, Award of the Chamber of
Arbitration of Milan, 20 July 1992, cited in
XVII Yearbook of Commercial Arbitration
1993 80.] and Norway (where implemented
into Norwegian law), since they ‘represent
the fundamental objectives and values of
the EU’ [Szabados, ‘EU Economic Sanc-
tions in Arbitration’. Journal of Internation-
al Arbitration 35, no. 4 (2018): 439—462.].
For companies whose assets are primar-
ily located in Norway or the EU, sanc-
tions might therefore prevail in the case
of a conflict with the arbitral award. Such
companies wishing to make a transaction
with a sanctioned party in order to comply
with an arbitral award must therefore seek
authorisation from relevant authorities to
do so (this would also be the case for the
settlement of an award). In the absence of
such authorisation, companies may resist
enforcement of an award by arguing that
this would be contrary to public policy,
and that enforcement should therefore be
refused or postponed until the applicable
sanctions are repealed. Indeed, it has been
argued that courts of EU member states
must apply overriding provisions such
as EU sanctions ex officio, i.e. without
the parties needing to raise the objection
[Kunda, Internationally Mandatory Rules of
a Third Country in European Contract Con-
flict Laws (Rijeka Law Faculty 2007) 132
and Otelnikov, ‘Economic sanctions, arbi-
trability and public policy’. International
Arbitration Law Review (2020), 19-30].
Whether this is the case also outside
Norway or the EU, or indeed for sanctions
imposed by other regimes, must be subject
to further scrutiny. By way of illustra-

tion, in a judgment from the Paris Court
of Appeal, Sofregaz v. NGSC [Decision No.
19-07261 of June 3, 2020], a distinction
was made between UN and EU sanctions
on the one hand and US sanctions on the
other. The court held that UN Security
Council Resolutions and EU sanctions
regulations could form part of internation-
al public policy, since they were intended
to contribute to international peace and
security, although unilateral US sanctions
did not. For an arbitral award to be set
aside on such grounds, the court stated
that a violation of international public
policy must be concrete and effective.
Hence, the case illustrates that courts need
to assess the merits of each case to con-
clude on whether the enforcement of the
arbitral award would indeed constitute a
clear violation of any applicable sanctions
and ‘public policy’.

Whether or not an arbitral award
mandating a transaction to an entity or
individual sanctioned by the EU will be
enforced, will vary from jurisdiction to
jurisdiction. Key factors to consider are
the relevant jurisdiction’s public policies
and recognition of the sanctions in ques-
tion, whether the sanctions are imposed
by international bodies or unilaterally, and
whether the enforcement of the arbitral
award would manifestly violate sanctions.
While EU sanctions may be given preva-
lence by courts in Norway or the EU the
question is largely unresolved, and com-
panies with assets in countries outside the
EU may find that an arbitral award may be
enforced by seizure of these assets, even
in the event that the arbitral award is not
enforceable in the EU.

For companies whose assets are primarily
located in Norway or the EU, sanctions
might therefore prevail in the case of a conflict

with the arbitral award.
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China and anti-corruption

China expands legislation for
private sector corruption

China has amended its criminal law for the 12" time with effect
from 1 March 2024 by increasing penalties and adding employees
of private companies to some bribery and corruption offences that
currently only apply to employees of state-owned enterprises.

he Standing Committee of the National Peo-

ple’s Congress, China’s legislative body, passed

the 12" amendment (“Amendment No. 12”)

to the Chinese criminal code on 29 December
2023, with an aim to strengthen anti-corruption legisla-
tion in relation to employees of private companies. This
aim aligns with that of the ongoing anti-corruption
movement in China, which is expected to increasingly
target sectors such as finance, pharmaceuticals and
infrastructure.

EXPANDED SCOPE OF BRIBERY OFFENCES

A key aspect of Amendment No. 12 is an expansion of
the scope of the bribery offences under articles 165, 166
and 169 to private companies. These articles apply to
bribery by senior personnel that causes significant harm
to the company and prohibit the following offences:

m Abuse of function by a director or manager operating a
competing business to the one in which he is employed
for personal gain (conflicts of interest) (Article 165).

Recently, the government has
declared an intention to target not
only high-profile cases, but also to
root out smaller-scale corruption.
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m Abuse of function by any employee taking advantage
of their office for the benefit of relatives or friends
(Article 166).

m Malpractice by a senior manager selling discounted
company assets for personal gain (Article 169).

Previously, only employees in state-owned enterprises
were referenced under these articles. Amendment No.
12 thus represents a shift towards more robust anti-
bribery regulations in the private sector.

Amendment No. 12 aims to address some new
situations and problems which have recently arisen in
practice with regard to corruption crimes within private
companies in China. Notably, there has been a rise in
instances of bribery within private companies, which
led legislators to consider that further strengthening of
the criminal code was necessary.

TOUGHER PENALTIES FOR SERIOUS OFFENCES
Penalties for offences in respect of giving and receiv-
ing bribes have been revised with a general increase
in penalties and minimum sentences for serious cases.
Amendment No. 12 applies to the following articles of
the criminal code:

m Article 387 on state agencies or state-owned enter-
prises receiving bribes.

m Article 390 on offering bribes.

m Article 391 on bribing state agencies or state-owned
enterprises for illegitimate benefits.

m Article 393 on giving illegal rebates to state function-
aries for illegitimate benefits.



In general, the maximum sentences have been amended
to imprisonment for up to three years for most cases, and
between a minimum of three years’, up to a maximum

of ten years’ imprisonment in more serious cases. The
maximum sentence for offering bribes under article 390
is still life imprisonment if the circumstances are espe-
cially egregious, and the possibility of criminal detention
and fines in relation to certain offences are retained.

In addition to the amendments relating to sentenc-
ing, article 390 (related to offering bribes) has also been
amended to clarify which aggravating factors merit
increased punishment. These factors include repeat of-
fences, bribing state functionaries, law enforcement or
judicial officers, bribery in the commission of another
offence, bribery in key national projects or to secure
positions or promotions or change of positions, and use
of illegal gains. Offering bribes in areas such as ecol-
ogy and environment, financial and fiscal affairs, work
safety, food and drugs, disaster prevention and relief,
social security, education and healthcare shall also be
subject to more stringent penalties. This list reveals the
heightened importance placed on these areas by the
Chinese government.

CHINA'S ANTI-CORRUPTION CAMPAIGN

Amendment No. 12 should be seen as part of the larger
anti-corruption movement in China that has seen more
than three million public officials punished for corrup-
tion since President Xi came to power. Recently, the
government has declared an intention to target not only
high-profile cases, but also to root out smaller-scale cor-
ruption among the so-called “ants and flies”: the lower
ranking officials and more minor players.

China’s anti-corruption campaign is considered
popular domestically, and China has seen significant
improvements over this period, climbing six points on
Transparency International’s Corruption Perceptions
Index to a current score of 42 out of 100, although the
country still scores below the current global average of
43 and the regional average of 45.

We expect anti-corruption to remain a top priority for
China with heightened enforcement and further expan-
sion of the legal framework already in place. As an ex-
ample, on 24 October 2023, the Supreme People’s Court
published a verdict issued by Guangzhou Intermediate
People’s Court in Guangdong Province involving three
bribes, amounting to 220,000 Singapore dollars, paid
in the period from 2017 to 2019 by two employees
working for the international business department of
China Railway Tunnel Bureau Group Co., Ltd. to

. This is the first reported case of
its kind and signals an increased willingness to enforce
anti-corruption legislation beyond the domestic cases
typically seen to date.

INTERNATIONAL COMPANIES

The upcoming changes highlight the need for good
corporate governance in the private sector also for in-
ternational companies. In this respect China aligns with
international trends, including those in areas other than
corruption, as heralded by the Norwegian Transparency
Act and the upcoming EU regulations on supply chain
due diligence. International companies can therefore
expect their China operations to come under increased
scrutiny, not only from authorities at home, but also
from Chinese officials.

Notably, there has been a rise in
instances of bribery within private
companies, which led legislators to
consider that further strengthening
of the criminal code was necessary.
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EU takes steps to
CMPOWEr CONSUMErs
for the green transition

Shielding consumers from greenwashing and misleading environmental claims
constitutes an important aspect of the European Union’s strategy to cultivate a
more environmentally sustainable economy. A European Commission study in
2020 revealed that more than 50% of environmental claims within the EU were
unclear or misleading, with 40% lacking substantiation.

ommencing in 2022, the EU has

undertaken a revision of current

legislation to enhance consumer

empowerment in the realm of
the green transition, focusing on fortify-
ing protection against unfair commercial
practices and augmenting informational
resources. These regulatory adjustments
collectively aim to furnish consumers with
the means to make well-informed and en-
vironmentally conscious choices through
better quality information.

From a business standpoint, the inten-
tion is that genuine efforts to enhance
product sustainability will garner recog-
nition and consumer reward, potentially
leading to increased sales. This approach
aims to create an equitable competitive
landscape for the dissemination of envi-
ronmental performance information for
products.

PROVISIONAL AGREEMENT ON EN-
HANCED CONSUMER PROTECTIONS
TOWARDS THE GREEN TRANSITION
On 17 January 2024, the European
Parliament formally endorsed its provi-
sional agreement with the Council on
the Directive Empowering Consumers

for the Green Transition through Better
Protection against Unfair Practices

and Better Information (the “Green
Transition Directive”). The new direc-
tive aims at enhancing consumer rights
by amending two directives that protect
the interests of consumers at Union level:
the Unfair Commercial Practices Directive
2005/29/EC (UCPD) and the Consumer
Rights Directive 2011/83/EU (CRD). The
new directive is also meant to work
together with the Green Claims Directive,
currently being discussed at committee
stage in the European Parliament.

The CRD currently requires traders to pro-
vide consumers with information on the
main characteristics of their goods and ser-
vices. However, as there is no requirement

According to the Green

Claims proposal, companies
will have to back up environmental
information with evidence.
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in the directive to provide information on
the absence of commercial guarantees of
durability, the CRD does not sufficiently
incentivise producers to provide such
guarantees to consumers. Furthermore,
the CRD does not contain specific require-
ments to provide information to consum-
ers on the reparability of goods. The Green
Transition Directive would address these
issues by ensuring that consumers are pro-
vided with information on the existence
of a commercial guarantee of durability of
more than two years, covering the entire
product, whenever such information is
made available by the producer, and with
information on the reparability of prod-
ucts, through a reparability score or other
relevant repair information, where avail-
able, for all types of goods.

The general rules in the UCPD on mis-
leading practices can be applied to green-
washing practices when they negatively
affect consumers, using a case-by-case as-
sessment. However, neither the UCPD nor
its Annex I (the blacklist) contain specific
rules defining such practices as unfair in
all circumstances. The Green Transition
Directive aims to enhance the transpar-
ency and reliability of product labelling
by prohibiting the utilisation of general
environmental claims such as “environ-
mentally friendly,” , “green”, “natural,”
“biodegradable,” “climate neutral,” or
“eco” without substantiating evidence.
Furthermore, the regulation will govern
the use of sustainability labels to address
the confusion stemming from their wide-
spread adoption and inadequate reliance
on comparative data. Henceforth, only
sustainability labels rooted in official cer-
tification schemes or established by public
authorities will be permissible within the

Only sustainability labels rooted
in official certification schemes or

established by public authorities will be
permissible within the European Union.
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European Union. Moreover, the directive
will ban claims that a product possesses a
neutral, reduced, or positive impact on the
environment due to emissions offsetting
schemes.

To sum up, the Green Transition Direc-
tive aims to enhance consumer informa-
tion and combat deceptive practices in
marketing. This includes disclosing the
producer’s durability guarantee for all
goods, providing details on free software
updates for digital products, and indicat-
ing product reparability through scores or
relevant repair information. Traders are
mandated to avoid misleading consumers
on environmental and social impacts, du-
rability, and reparability. Restrictions are
placed on making future environmental
performance claims without clear commit-
ments and advertising common market
practices as unique benefits. Comparisons
between products are allowed only with
transparent information, and the display
of sustainability labels without certifica-
tion is prohibited. The regulations also
ban generic environmental claims without
demonstrating excellent performance as
per relevant regulations. Claims about the
entire product are restricted to the specific
aspect concerned. Additionally, presenting
legal requirements as distinctive features
and engaging in practices related to early
product obsolescence are prohibited.

Given that the Green Transition Direc-
tive modifies prevailing EU consumer law
directives, its provisions will benefit from
the comprehensive array of enforcement
mechanisms available in current EU con-
sumer law, recently strengthened by the
Better enforcement and modernisation Di-
rective, the Representative Actions Direc-
tive and the revised Consumer Protection
Cooperation Regulation.

NEXT STEPS

Following the current stage, formal
approval by the Council is required for
the Green Transition Directive before it
can be officially published in the EU’s
Official Journal. Subsequently, member
states will be allotted a 24-month period



to incorporate it into their national laws.
Enforcement of these measures will take
effect six months later, totalling 30 months
from the directive’s official commence-
ment.

THE GREEN CLAIMS DIRECTIVE

In March 2022, the European Commission
presented a draft proposal on the substan-
tiation and communication of explicit
environmental claims. The Green Claims
Directive will complement the Directive
on Empowering Consumers for the Green
Transition, offering more specific condi-
tions regarding the substantiation and
communication of environmental claims.
According to the proposal, companies will
have to back up environmental informa-
tion with evidence, as all claims they make
about environmental aspects or perfor-
mance of their products must be based on
scientific and verifiable methods.

The scope of the proposed directive is
so-called “explicit environmental claims™
made by traders about products or trad-
ers in business-to-consumer commercial
practices, except those already regulated
by other EU regulations. The latter means
that if EU legislation establishes more spe-
cific rules on environmental claims for a
particular sector or product category, such
as the ‘EU Ecolabel’ (the official EU label
for environmentally friendly products), or
the EU energy efficiency label, those rules
will prevail over those of the proposed
directive.

Under the proposal, claims are per-
ceived as sufficiently explicit if they are in
writing or contained in an environmental
label, brand names, company names or
product names. An example of claims cov-
ered by the proposal could be “packaging
made of 30% recycled plastics”, or a “com-
mitment to reduce CO,-emissions linked
to the production of this product by 50%
by 2030 as compared to 2020”.

The Green Claims Directive includes
criteria stipulating that environmental as-
sertions must be accompanied by detailed
information about the business (e.g., via
a QR code per Article 5). Simultaneously,

The Green Transition Directive aims

to enhance the transparency and
reliability of product labelling by prohibiting
the utilisation of general environmental

claims.

the business is required to conduct a self-
assessment to substantiate and certify the
environmental claims used. The proposal
outlines specific requirements for such an
assessment, while Article 11 anticipates the
establishment of a verification or certifica-
tion process in member states. This process
involves the independent and publicly ac-
credited third-party verification of business-
es’ self-assessments and documentation.

SANCTIONS

Should the proposed Green Claims
Directive be adopted in its current itera-
tion, member states will be compelled to
implement national regulations specifying
robust sanctions for infringements of the
“green claims” rules, encompassing both
incentives and penalties as regulatory
instruments. Legitimate environmental
claims will be rewarded, while deceptive
or incomplete environmental claims will
face stringent sanctions.

Article 13 of the Green Claims Directive,
read in conjunction with Article 17, man-
dates that sanctions should be proportion-
ate and reasonably related to the infringe-
ments, including fines that effectively
deprive the wrongdoer of the economic
benefits derived from the violation. These
penalties may encompass measures such
as the confiscation of proceeds from prod-
ucts falsely marketed as environmentally
friendly, temporary exclusion from public
procurement procedures, and denial of
access to public financing.
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EU agreement on corporate
due diligence rules to safeguard
human rights and environment

On 14 December 2023, the European Parliament and the European Council
informally agreed on a new directive on corporate sustainability due diligence
(the “CS3D” or the “directive”) obliging firms to integrate their human rights
and environmental impact into their management systems. The directive has
been called a historic breakthrough in the way companies are now responsible
for potential abuse in their value chain. Subsequent to the negotiations, the lead
MEP said that this was a starting point for shaping the economy of the future.

he new directive, building on the proposal from

the Commission of 23 February 2022 (see our

previous newsletter here), follows in the wake

of consistent calls from the European Parlia-
ment for a wider reaching corporate accountability and
mandatory due diligence legislation. Indeed, in the
aftermath of the negotiations, the lead MEP said that
this was a starting point for shaping the economy of the
future; “one that puts the well-being of people and the
planet before profits and short termism”. The CS3D must
also be understood in a broader context, as it comple-
ments existing and upcoming legislative acts, such as
the deforestation regulation, (EU/2023/1115) the conflict
minerals regulation, (EU/2017/821) and the draft regula-
tion prohibiting products made with forced labour. For a.
more detailed description of this, see e.g here. The CS3D
is also intricately linked to the Corporate Sustainability
Reporting Directive (CSRD). While the CS3D mandates
companies to assume environmental and social respon-
sibilities, the CSRD mandates transparency for European
companies regarding these responsibilities.

The agreed draft law requires formal approval by the
Legal Affairs Committee and the European Parliament
as a whole, in addition to the Council, before it can en-
ter into force. In practice however, significant material
changes are less common at this later stage, and there
are therefore good reasons to pay close attention to the
scope and content of the draft CS3D even now.

In essence, the provisional agreement outlines the
scope of the directive, elucidates the responsibilities of
non-compliant companies, provides clearer definitions
for various penalties, and supplements the list of rights
and prohibitions that companies are expected to adhere

to. However, the text of the CS3D is not yet published
(as of medio January 2024), and there are certain dis-
crepancies in the sources relating to the precise content
and applicability of the CS3D. Once the final text is
published, we will have further clarity on scope and key
content, as well as sanctions, responsibility and super-
vision. Below is an overview of these key areas as can
currently be gleaned from various official EU sources
(e.g. Corporate due diligence rules agreed to safeguard
human rights and environment (europa.eu) and Cor-
porate sustainability due diligence: Council and Parlia-
ment strike deal to protect environment and human
rights - Consilium (europa.eu)).

9

Companies will have to
identify, assess, prevent,

mitigate, bring to an end
and remedy their negative
impact on human rights
and the environment.
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Responsible business conduct

sess the potential inclusion of the financial downstream
sector in the future, contingent upon a sufficient impact

9

Companies that already
conduct human rights due
diligence in line with the
Norwegian Transparency

Act will be well positioned to
meet the requirements under
the new directive, although
differences in scope will
likely require an expanded
due diligence focus.

SCOPE
As proposed, the directive will apply to EU and non-EU
companies of a considerable size and economic heft.

1. Firstly, the legislation will apply to EU companies,
and their parent companies, with a workforce
exceeding 500 employees and a global turnover in
excess of 150 million euros.

2. Second, the legislation will apply to EU companies
and their parent companies, that have at least 250
employees and a turnover exceeding 40 million
euros, provided that a minimum of 20 million euros
is generated within a “high impact sector” - as closer
outlined in the directive. Examples of such sectors
include agriculture, fisheries, extraction of mineral
resources, construction and textiles.

3. Furthermore, the legislation will apply to non-EU
companies with a turnover in the EU exceeding
certain thresholds. There are some discrepancies in
the relevant press releases regarding the applicable
thresholds, varying from an EU turnover of 150 to
300 million euros.

A controversial topic worth noting is that the compro-
mise agreement reportedly excludes the core business of
financial actors, namely their investment and lending
activities, from the scope of the directive. Nevertheless,
a review clause has allegedly been incorporated to as-
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assessment.

KEY CONTENT
The CS3D contains two key obligations.

First, the new directive sets out obligations for in-
scope companies to integrate a due diligence regime
into their policies and risk management systems. Com-
panies will have to identify, assess, prevent, mitigate,
bring to an end and remedy their negative impact on
human rights and the environment, and that of their
upstream business partners and for downstream activi-
ties such as distribution or recycling.

Reportedly, the proposal includes a list of certain
rights and prohibitions which would constitute adverse
human rights impacts if abused or violated. The list
makes reference to relevant international instruments
that have been ratified by the EU member states, that
will help to clarify the obligations by referring to inter-
nationally recognised standards.

The CS3D also elucidates the scope of environmental
impacts. The definition in the proposal includes any
measurable environmental degradation, such as harm-
ful soil change, water or air pollution, damaging emis-
sions, excessive water consumption or other harmful
impacts on natural resources. Similar to human rights,
adverse environmental impacts are considered to arise
from the infringement of specific enumerated rights
and prohibitions.

Second, companies of a substantial size and economic
heft (i.e. meeting threshold (1) above) will have to adopt
a plan to ensure that their business models align with the
goal of restricting global warming to 1.5°C.

SANCTIONS, RESPONSIBILITY AND SUPERVISION
Upon implementation, the due diligence obligations
will be enforceable primarily through two distinct
mechanisms.

m Civil claims and enforcement orders: Non-compliant
companies can be met with civil liability, as the CS3D
establishes a five-year timeframe where those who are
affected by an adverse impact can file compensation
claims for damages. Furthermore, companies can as
a last resort be obliged to terminate business relation-
ships when a given identified adverse impact cannot be
prevented or rectified in any other way.

m Penalties: Every EU member state will have to ap-
point a supervisory authority responsible for oversee-
ing companies’ adherence to these obligations. Such
entities will have the authority to initiate inspections
and investigations, as well as to levy penalties on
non-compliant companies. These penalties can for
example consist of public exposure (“naming and



shaming”) and/or fines amounting to a maximum of Contacts
5% of the global net turnover in the company.

It is also worth noting that the proposal establishes that
compliance with due diligence obligations could be
considered as a component in criteria used for awarding
public and concession contracts. Hence, the proposal
also stimulates compliance through positive and finan-

cial incentives. Kristin N. Brattli
Partner
HOW WILL YOUR BUSINESS BE AFFECTED? knh@wr.no

The directive is likely to be adopted during the course
of 2024. The CS3D will then have to be transposed into
national law by the various member states before com-
panies are required to abide by it. The proposed directive
has been marked as EEA relevant, and in Norway, align-
ments with the Transparency Act will likely be required
before the directive is implemented into Norwegian law.
Companies that have already conducted human rights

due diligence in line with the Norwegian Transparency Elise Johansen

Act and the OECD Guidelines for Multinational Enter- el
, 3 - . eli@wr.no
prises will be well positioned to meet the requirements
under the CS3D relating to human rights. However, there
are differences in scope, for example relating to down-
stream activities, which means that companies will likely
have to expand their due diligence focus.
Another significant distinction, in comparison to
the Transparency Act, lies in the incorporation of en-
vironmental concerns. Specifically companies will be
required to acquaint themselves with the environmen- Hanne R. Gundersrud
tal regulations and constraints outlined in the CS3D, Senior Lawyer
thereby expanding the scope of due diligence exercises hgu@wrno

to encompass these aspects as well.

Addendum: The European Union released the final
draft of the CS3D on 30 January 2024. The Council of the
European Union will vote on the final text of the CS3D on 9
February 2023.

Sign up for our ESG Alerts

The legal framework in this area of law is expanding significantly, and becoming
increasingly complex to navigate. In our ESG Alerts we provide an update covering
key developments on topics of relevance under the ESG umbrella.

For any questions regarding the current framework or the proposed changes, and
how they may affect your business, our team of ESG and compliance experts is
always ready to assist.
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Foreign direct investment
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Proposed changes to
Norway’s foreign
investment control regime

In December 2023 the Investment Control Commission —
appointed by the Norwegian government in 2022 - delivered
its report concerning Norway’s foreign direct investment
(“FDI”) laws. The report proposes significant changes to

the current system, ostensibly in order to protect national
security interests, and would bring Norway’s rules on FDI
more in line with some of its European neighbours.

%
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Foreign direct investment

he current provisions
governing ownership
control, and thereby FDI,
are found in the Security
Act of 2019. The Security Act is
in many ways limited in scope,
and there are in practice very few
instances where investments in
Norwegian companies are subject
to regulatory scrutiny by the
authorities.

Some changes to the Security Act
came into force during 2023, with
some further amendments pending,
which have incrementally sought
to bring Norway’s FDI regime up to
international standards. However
the Investment Control Commis-
sion’s proposal is, in many respects,
to totally overhaul the system and
significantly expand the regime. It
is estimated that as many as 300
transactions would be subject to
mandatory screening each year if
the proposed regime were imple-
mented.

INVESTMENT CONTROL TO
PROTECT NATIONAL SECURITY
INTERESTS

The government appointed the
Investment Control Commission

to assess whether Norway has a
sufficiently robust legal framework
in place to handle the risks that
may result from foreign investment
in Norwegian enterprises. The
Commission presented its report in
early December 2023.

According to the Commission,
the proposed changes are intended
to address what they see as signifi-
cant challenges with the current
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investment control regime, in par-
ticular that the system is too nar-
row and fragmented, entailing that
relevant investments are not detect-
ed systematically or to a sufficient
extent. The Commission underlines
the need to increase transparency
regarding which investments may
be subject to screening, to establish
suitable legal bases for intervening
against proposed investments, and
to provide for the uniform process-
ing of cases in a manner consistent
with international principles.

THE PROPOSED LEGAL
FRAMEWORK

The Commission’s main proposals
can be summarised as follows:

m A new legal framework for
investment control should be
developed through specific leg-
islation and appurtenant regula-
tions.

9

m There should be a single author-
ity responsible for screening
investment control cases.

m An obligation to notify certain
FDI in “sensitive sectors” should
be established. Sensitive sec-
tors include suppliers of impor-
tant infrastructure, companies
producing or controlling criti-
cal technology, and companies
producing or controlling certain
raw materials. However, media
companies or companies pro-
cessing large amounts of person-
al information or personal data,
or real estate, are not included in
the proposal.

m The obligation to notify should
arise where there is an acquisi-
tion of shares or voting rights
in a company (falling under the
legislation) exceeding ten percent,
a third, or two-thirds. Investors
should however be able to increase
their ownership within each

The Investment Control Commission’s
proposal is, in many respects, to totally

overhaul the system.



interval without triggering a new
notification obligation. However,
upon exceeding a new interval,
renotification may be required.

A distinction should be made
between EEA-based investors
and “third country” investors.
While there would be a notifica-
tion obligation on all investors
in certain sensitive sectors, other
obligations would only be placed
on investors from third countries.
A voluntary notification

regime should be introduced,
applying to all sectors, where the
investment is not covered by an
obligation to notify but may still
constitute a security risk.

For notifications, there should be
an initial timeline of 25 working
days for the authority to assess
whether the investment can be
approved. If the investment is
not approved within 25 working
days, the authority can look at
the case in further detail but

its assessment should not, in
general, exceed 90 working days
from when the notification was
submitted.

The authority should have the
power to (i) make its approval
conditional on certain steps
being taken, and (ii) prohibit

or annul an investment if it
poses a not insignificant threat to
national security interests.

Fixed criteria for how the
authority should assess cases
should be developed.

ALIGNING THE REGIME WITH
INTERNATIONAL STANDARDS?
Norway is trailing its Nordic and
European neighbours when it
comes to regulating FDI. Sweden’s
new legal framework came into
force on 1 December 2023, complete-
ly overhauling Sweden’s approach
to FDI. Denmark introduced new
rules already in 2021.

Implementing the proposals
from the Commission would bring
Norway closer to the prevailing
European standard for FDI control.
However, it remains unclear wheth-
er there is sufficient political will
to implement a total reform of the
system at this stage. Several amend-
ments to the Security Act came
into force only earlier this year, and
further changes are yet to be imple-
mented. There may be some desire
to see how these changes play out
before enacting a further overhaul.

However, if there is a will to
make further, more far reaching,
changes, implementing the pro-
posals of the Commission would
provide more legal certainty for
investors and - critically — more
transparency over how cases should
be dealt with. That, in itself, should
be sufficient reason to consider
supporting these proposals, and we
look forward to the public consul-
tation process that will follow the
Commission’s work.

For any questions regarding the
current framework or the proposed
changes and how they may affect
your business, our team of FDI
experts is ready to assist.

Contacts

Stuart Stock
Specialist Counsel

Patrick Oware
Senior Associate
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Contracts and sanctions

Two years following the
invasion of UKraine
— some lessons learnt

The massive and unprecedented sanctions imposed against Russia
have required significant efforts to manage the risks and impact of
sanctions, particularly in view of creative attempts to circumvent
by some parties. In this article we explain why you should update
your sanctions clause, and how to ensure that it is fit for purpose.

anctions have been imposed Violations of sanctions can lead to a wide
against Russia since the invasion array of adverse consequences, including
of Crimea in 2014. However, the civil and in some cases criminal liability:
full-scale invasion of Ukraine in vessels being sanctioned, seized or de-
February 2022 has led to unprecedented layed, or termination of credit facilities or
sanctions being imposed by various au- key services such as insurance. The list of
thorities, not only in those jurisdictions trading restrictions seems ever expanding.
most commonly associated with setting Needless to say, many operators have a
the agenda on sanctions. Tools never used  rather low risk appetite when it comes to
before are now being applied for the first sanctions, but on the other hand, losing
time. International trade is becoming key business streams or ending up in legal
increasingly difficult and cumbersome, disputes by adopting an unnecessarily
particularly in areas such as energy, trans-  restrictive approach is also undesirable.

port and commodities.
RISK-BASED TRIGGERS ARE
PREFERABLE
Sanctions clauses are essentially special-
ised ‘change of circumstances’ clauses, in
the same family as force majeure, hard-
ship, change in laws, and price revision
clauses. Their purpose is to provide a
framework for the parties to respond to

A good contractual solution certain events. As such, they tend to have
g . ’ two main components - a trigger telling
partlculal‘ly for longel‘—tel‘m you when the clause applies, and an opera-

tive part providing for the consequences,
contracts or those that may be usually suspension and/or termination of
exposed to geOpOlitical l‘iSk, isa the contract, but more nuanced provisions

can also be used in certain cases.

The trigger will typically include a
list of events, such as the designation of
a party or its owner on a sanctions list,
and/or a more general provision trigger-

risk-based trigger.
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ing the clause if performance of the con-
tract would lead to a breach of sanctions
(for example, the import of a prohibited
commodity). The latter provision, i.e.,
sanctions events which do not amount to
designation of a party, can be particularly
important. Sanctions do not always fit into
pre-defined categories, and in our experi-
ence a carefully worded trigger provision
can be invaluable to avoid disputes.

In a dispute, a court or tribunal will start
by analysing the applicable sanctions laws
and jurisdiction, and then make a decision
as to whether the clause applies to the rele-
vant factual matrix (or if there is an ‘at law’
rule to follow), based on the preponderance
of the evidence available. These cases fre-
quently present evidential difficulties. For
example, it may not be possible to establish
whether one person should be ‘deemed’
to control another for sanctions purposes,
because such an arrangement will likely
have been put in place secretively and with
a view to circumvention (as we note below).
More generally, it can be difficult to obtain
materials from certain closed corporate
registries to evidence ownership, or it may
be necessary to seek expert guidance as to
whether certain products fall within the
scope of what is prohibited under trading
restrictions.

In simplified terms, the court or tribu-
nal will assess whether it is more likely

than not that a trigger event took place,
and the natural interpretation of the
clause governing the parties’ response to
that trigger. If it is found that the relevant
activity does not breach sanctions, or
there is an appropriate contractual remedy
that ought to have been adopted, then

a terminating or suspending party may
themselves be at risk of being in breach
of contract. Our experience is that most
corporations would rather risk a breach
of contract than a violation of sanctions
if forced to make a choice in this respect,
given the potential severity of the conse-
quences of a sanctions violation.

A good contractual solution, particularly
for longer-term contracts or those that may
be exposed to geopolitical risk, is a risk-
based trigger, rather than a trigger requir-
ing an actual sanctions violation. In our
experience, proving that performance of an
activity “exposes” a party to “risk of sanc-
tions violation” or even “may/could” breach
sanctions, is significantly simpler than
proving that performance actually breaches
sanctions. It would in such cases usually be
reasonable to act based on an independent
legal opinion indicating the relevant risk,
even if the position is not wholly certain.

DESIGNATIONS
Many of the sanctions directed against
the Russian Federation after the full-scale
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Contracts and sanctions

invasion of Ukraine have targeted wealthy
individuals said to be close to and/or to
have benefitted from President Putin’s
kleptocratic regime, also known as oli-
garchs. The US Treasury Department in
2018 published a list of 114 senior politi-
cal figures close to Putin and 96 oligarchs
with a net worth of USD 1 billion or
more. Many of these oligarchs have been
sanctioned by various authorities since
February 2022 or earlier.

Sanctions against oligarchs typically
take the form of asset freezes, which in
respect of EU and UK sanctions means
that all funds and economic resources
belonging to, owned, controlled or held
by the designated individuals (directly or
indirectly) must be frozen. Further, no
benefit should be provided to designated
individuals, directly or indirectly. These
provisions are drafted and interpreted
widely. This effectively prohibits trade
with both the designated individual, and
any companies which they control or have
majority ownership in.

US sanctions rather clinically focus on
ownership under the so-called “OFAC 50%

Sign up for our
Sanctions Alerts

rule”. Under EU and UK legislation it is
also relevant whether the individual may
be deemed to control the relevant entity,

a test which is highly fact based and can
potentially apply in cases with minority
ownership by the designated individual.
In the UK, we must also consider if there
are reasonable grounds to suspect that a
party is owned or controlled by a desig-
nated individual, which adds an additional
layer of subjectivity to an already complex
assessment.

A typical response by companies which
have designated individuals as managers
or shareholders, is to have the designated
individuals resign from relevant positions,
and divest themselves of their direct or
indirect shareholding positions (to below
50%). While this is done legitimately in
some cases, these arrangements can in-
volve attempts to disguise continuing con-
trol, for example by (i) ownership through
trusts or frontmen, (ii) ownership located
in jurisdictions with limited transparency
as regards beneficial ownership, and/or
(iii) unknown or circular ownership. These
have been a rather common method since
oligarchs first became targets of US and
EU sanctions after Russia’s 2014 invasion
of Crimea.

For the counterparty, the challenge
is that control may be exercised through
other mechanisms than management
positions and ownership. New managers
and owners may have informal links to the
sanctioned individuals, and the new own-
ers’ finance arrangements may ultimately
leave control with the former owner. As

Sanctions and trade compliance is becoming increasingly
complex to navigate. WR Sanctions Alerts provide you with
updates on material developments in the country-specific
sanctions programmes implemented by the US, the UN, the
UK, the EU and Norway.

with the sanctions clause trigger, the
counterparty may end up in an evidentiary
dilemma. It is in our experience very dif-
ficult to prove your suspicions of hidden
means of control. While it may be pos-
sible, it will often involve a very deep dive
into publicly available sources and require
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assistance from local investigators and
experts. On the other hand, sanctions
authorities (such as the UK) may require
you to suspend trade if you have cause to
suspect that the sanctioned individual
remains in control.

CHANGE OF CONTROL

For parties who need to manage the risk
of future designations within their coun-
terparty (starting from an assumption that
the trade and counterparty is presently
not sanctioned), one solution is a ‘change
of control’ provision within the sanctions
clause. It may also be helpful to add such
provisions elsewhere, including with
respect to credit support providers or other
entities expected to perform activities un-
der the contract. Change of control clauses
are common in contracts where the owner-
ship and/or control of your counterparty is
essential, and allow a party to terminate
the contract in case of a change in control
of the other party. (Corporate lawyers will
recall searching for such clauses in due
diligence with some trepidation!).

In a sanctions clause, the change of
control can work in two ways. Firstly, it
can be used within a sanctions clause to
solve the above evidentiary dilemma -
where there is any divestment or change
in ownership reported, that can be relied
on - rather than seeking to ascertain the
full facts of the new ownership or any
subjective control issues. This enables
termination or suspension based solely on
the purported divestment. Secondly, an
analogous provision can be used to enable
termination or suspension unless there is a
change in control, change in management
or novation of the contract. That may be
appropriate where there is a crucial long-
term supply to be maintained, which can
lawfully be continued if the involvement
of designated persons is removed. There

are still risks in this scenario that would
need to be considered on a case by case
basis, i.e., there may be apparent compli-
ance with the designated person retaining
informal control.

WHAT ELSE?

In any consideration of a sanctions clause
or of general sanctions risk, it is neces-
sary to consider whether a general clause
is sufficient, or whether a more bespoke
provision needs to be put in place.
Particular industries will also carry their
own particular risks (and in some cases
have their own standards to work from).
For example, industries which involve
multiple deal participants or which may
operate in more opaque jurisdictions
(such as shipping, offshore drilling, and
international trade), will usually require
greater due diligence. It can be helpful in
such cases to place a higher burden on the
counterparty in terms of representations
and warranties as to their own compliance/
reporting, and not rely solely on a trigger
becoming apparent.

In addition to updating your sanctions
clause, you may want to use the momen-
tum to update your sanctions compliance
programme. A fundamental element in
this regard is to conduct a sanctions risk
assessment that considers the specific risks
of your business, including clients, prod-
ucts, services and geographic locations.
Mapping and assessing risks — also look-
ing forward — may be particularly useful
now in light of the tense geopolitical situa-
tion, not only due to Russia’s war, but also
tensions in China and the Middle East.

Our sanctions team can help with
practical compliance programmes,
drafting effective sanctions clauses, and
managing sanctions disputes. Please
get in touch if you would like further
information or assistance.

Contacts

Aadne M. Haga
Partner
aha@wr.no

Elisabeth Roscher
Partner
elrewr.no

Tine E. Vigmostad
Partner
tvi@wr.no

Eleanor Midwinter
Consultant

Compliance February 2024 | UPDATE 35


mailto:aha%40wr.no?subject=
mailto:elr%40wr.no?subject=
mailto:tvi%40wr.no?subject=

Technology

Towards safe,
reliable and
human-centred Al

The EU’s Artificial Intelligence (AI) Act marks a global
first, introducing rules for the use and provision of

Al systems. At the heart is a commitment to fostering
trust in Al to unlock and maximise the vast social and
economic possibilities offered by these technologies.
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urope is closer than ever to having the world’s

first comprehensive legal framework in arti-

ficial intelligence. A draft final text on the AI

Act was leaked on 22 January 2024 — a month
and a half after the European Council and Parliament
announced that they had reached political agreement on
the rules. In this article, we touch upon the legislative
status of the AI Act and its key elements.

LEGISLATIVE STATUS OF THE Al ACT

The AI Act was proposed by the European Commission
in April 2021. On 2 February 2024, the European
Council, through the Permanent Representative
Committee (COREPER), consisting of member states’
representatives, adopted the final text.

The European Parliament is expected to undertake
a first vote in committees in mid-February, followed by
plenary votes in March or April.

If both the Council and the Parliament confirm the fi-
nal text, the AI Act will be published in the Official Jour-
nal of the European Union and enter into force on the
twentieth day following its publication. This is expected
to happen before the summer. The Act will apply in the
EU two vears after its entry into force, with specific ap-
plication dates for different provisions ranging from six
months to 36 months following the entry into force.

The Act has been indicated by Norwegian govern-
ment representatives as EEA relevant. Therefore,
businesses in Norway providing, using, importing or
distributing Al systems should familiarise themselves
with the regulations under the Al Act and prepare for
compliance.

9

Businesses in Norway providing,
using, importing or distributing
Al systems should familiarise
themselves with the regulations
under the Al Act and prepare for
compliance.

Our Technology and Digitalisation team is following
the legislative developments closely and will be happy
to answer your questions.

KEY ELEMENTS OF THE Al ACT

Scope and application
The Act applies primarily to providers of Al systems
(whether established in the EU or not), deployers of Al
systems within the EU (or systems whose output is used
in the EU), importers and distributors of Al systems
and product manufacturers which place on the mar-
ket or put into service an Al system together with their
product.
There are certain exemptions in the AI Act for use
of Al systems for military, defence or national security
purposes, law enforcement, judicial cooperation and
scientific research and development purposes.
Moreover, the Regulation shall not apply to Al systems
which are under development and Al systems released
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Technology

under free and open source licences (with certain excep-
tions for high-risk AI systems and systems which are
tested in real world conditions). AI systems which are
used by natural persons in the course of a purely personal,
non-professional activity are also exempt from the scope
of the AI Act. The majority of the provisions in the AI Act
are aimed at prohibiting certain Al systems and regulating
high-risk AI systems. There are no obligations relating to
lower-risk Al systems, such as simple chat bots, other than
simple transparency obligations in some cases.

Prohibited Al systems
The Al Act prohibits the provision and use of Al systems
which:

m deploy subliminal techniques beyond a person’s con-
sciousness or purposefully manipulative or deceptive
techniques;

m exploit vulnerabilities of individuals or specific
groups of persons due to their age, disability or a
specific social or economic situation;

m categorise individuals based on their biometric data
to deduce or infer race, political opinions, trade
union membership, religious or philosophical beliefs,
sex life or sexual orientation;

m evaluate or classify individuals or groups over a cer-
tain period of time based on their social behaviour or
personal characteristics (social scoring);

m use biometrics to remotely identify individuals in
‘real-time’ in public spaces for law enforcement pur-
poses unless strictly necessary for specified purposes
(targeted victims search, threat prevention, locali-
sation, identification or prosecution of suspects of
certain criminal offences);

m are used for predictive policing, based solely on the
profiling of individuals or on assessing their person-
ality traits and characteristics;

9

The Act applies primarily to
providers, deployers, importers
and distributors of Al systems as
well as product manufacturers
which place on the market or
put into service an Al system
together with their product.
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m create or expand facial recognition databases through
the untargeted scraping of facial images from the
internet or CCTV footage; and

m are used to infer individuals’ emotions in the work-
place or educational institutions.

High-risk Al systems

While the above Al systems are prohibited, high-risk
Al systems are allowed if certain criteria are fulfilled.
Examples of high-risk Al systems are systems used:

m as a safety component in products or which are prod-
ucts subject to legislation specified in Annex II of
the Act (relating e.g. to machinery, toys, radio equip-
ment, medical devices, civil aviation, marine equip-
ment, rail interoperability, or motor vehicles);

m with biometrics for remote biometric identification,
biometric categorisation or emotion recognition;

m as safety components to manage and operate critical
digital infrastructure, road traffic and the supply of
water, gas, heating and electricity;

m in the educational sector to determine access or
admission, evaluate learning outcomes, assess the
appropriate level of education for individuals or
monitor and detect prohibited behaviour of students;

m in the context of employment, to recruit individuals,
make decisions affecting employees’ work terms, allocate
tasks or monitor and evaluate employees’ performance;

m to evaluate individuals’ eligibility for essential public
assistance benefits and services or grant, and reduce,
revoke or reclaim them;

m to evaluate individuals’ creditworthiness/score;

m to evaluate and classify emergency calls or to priori-
tise dispatch;

m to assess individual risk and pricing for life and
health insurance;

m in law enforcement to assess the risk of individuals
becoming victims or offenders, as support polygraphs
and similar tools, to evaluate the reliability of evi-
dence, or to profile individuals;

m by immigration authorities as support polygraphs and
similar tools, to assess specific risks posed by individu-
als, examine immigration applications and the reliability
of evidence, or detect, recognise or identify individuals;

m by judicial authorities to research and interpret facts
and the law;

m to influence the outcome of an election or referen-
dum, or the voting behaviour of individuals.

Obligations relating to high-risk Al systems
The main requirements for providers of high-risk Al
systems are as follows:

m establish, implement and document a risk manage-
ment system;



m only use data which meet certain quality criteria in
training, validation or testing;

m draw up technical documentation before the high-
risk system is placed on the market or put into
service;

m ensure that systems have capability for the auto-
matic recording of events (logging);

m ensure that systems’ operation is sufficiently trans-
parent to enable deployers to interpret the output
and use it appropriately;

m ensure that systems can be effectively overseen by
natural persons;

m design and develop systems in such a way that they
achieve an appropriate level of accuracy, robust-
ness, and cybersecurity;

The main requirements for deployers (i.e. profession-
al users) of high-risk Al systems are as follows:

m take appropriate technical and organisational
measures to ensure appropriate use of the system;

m assign human oversight;

m ensure input data is relevant and sufficiently represent-
ative in view of the intended purpose of the system;

®m monitor the operation of the system and immedi-
ately inform first the provider, and then the im-
porter or distributor and relevant authorities if they
have identified any serious incident;

m keep the logs automatically generated by that sys-
tem to the extent such logs are under their control
for a period appropriate to the intended purpose of
the system, of at least six months;

m perform Data Protection Impact Assessments
(DPIASs) to the extent required under the GDPR;

m where the deployer is a public body or private body
operating public services, or where the deployer
uses Al systems for credit scoring or to perform risk
assessment and pricing towards individuals seek-
ing health or life insurance, perform fundamental
rights impact assessments; and

Contacts

m where the deployer is an employer implementing
an Al system in the workplace, inform the affected
workers.

Importers and distributors shall verify that the
provider has complied with its obligations under the
AT Act before placing a high-risk AI system on the
market. Importers and distributors are also subject to
additional obligations which are described in Article
26 and Article 27 of the Act respectively.

Providers of General Purpose Al systems (GPAI)
and certain other Al systems are subject to addition-
al transparency obligations, such as the following:

m ensuring that Al systems intended to directly inter-
act with individuals are designed and developed to
inform individuals that they are interacting with an
Al system;

m deployers of emotion recognition systems or biom-
etric categorisation systems shall inform affected
individuals about their operation;

m providers of Al systems (including GPAI) generat-
ing synthetic audio, image, video or text content,
shall ensure the marking of outputs as artificially
generated or manipulated; and

m deployers of Al systems that generate or manipu-
late image, audio or video content constituting a
deep fake, shall disclose that the content has been
artificially generated or manipulated.

There is a separate Chapter under the AT Act for GPAI
systems, regulating classification of these systems and
obligations for providers of GPAI models.

Consequences of non-compliance
Non-compliance with the provisions under the AI Act
might lead to fines up to EUR 35 million or up to 7% of
a company’s total worldwide annual turnover for the
preceding financial year, whichever is higher.

Gry Hvidsten
Partner

Lars Erik Steinkjer
Partner

Ekin Ince Ersvaer
Paralegal
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UK sanctions

Are all state-owned Russian
companies controlled by
President Putin?

This was a question many asked after a recent judgment from the English
Court of Appeal. Sanctions target those designated as well as those owned or
controlled by designated persons. Understanding the precise scope of what
constitutes ‘control’ under UK sanctions can be challenging. In this article we
shed some light on this analysis, based on recent case law.

n January 2023, the English
High Court issued a judg-
ment (PJSC National Bank
Trust and another v Mints and
others [2023] EWHC 118 (COMM)
(“Mints™)) concerning the conduct
of litigation by sanctioned persons,
specifically whether the defendants
should be granted a stay of proceed-
ings due to the sanctioned status of
certain claimants. The key issues
were (i) whether the Court could
enter judgment on a claim brought
by a sanctioned person, or whether
the proceedings should be stayed
pending lifting of sanctions, and
(ii) whether orders for costs, secu-
rity and damages could be made
and satisfied to or by sanctioned
persons, and whether such actions
were licensable by OFSI. These
issues arose because the second
claimant, Bank OXKritie, was sanc-
tioned by the UK. The Court ruled
that no stay was necessary and that,
to the extent required, the relevant
actions were licensable by OFSI.

An ancillary issue in the case was
whether the first claimant, PJSC
National Bank Trust, was also sanc-
tioned, by virtue of deemed ‘control’
of that claimant by sanctioned
persons, namely Vladimir Putin
and Elvira Nabiullina (Governor of
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Russia’s Central Bank). The Court
ruled that the first claimant should
not be deemed as sanctioned. This
was, in broad terms, because (i) the
control test needed to be viewed
through the lens of the primary test
of ownership i.e., be something
akin to ownership, (ii) it would be
unfair for market participants not
to be in a position to readily under-
stand if an important company was

9

to be treated as sanctioned, and (iii)
pure political influence, separate
from more tangible ownership or
control, should not automatically
be equated with control. That part
of the judgment was obiter, which
means that it was not determinative
of the main issues, and as such did
not create a binding precedent.
However, because it concerned
points which practitioners and mar-

While recognising that the judgment
could lead to the “absurd” outcome that
every company in Russia could deemed

to be controlled by Mr Putin and hence
sanctioned, the judge commented

that the remedy would be for the

UK government to amend the law or
provide appropriate guidance.




ket participants have been grappling
with for some time with limited offi-
cial guidance, these obiter comments
attracted significant attention and
fed into sanctions advisory work.

As was expected, the defendants
appealed. On 6 October 2023, their
appeal was rejected by the Court of
Appeal ([2023] EWCA Civ 1132). In
summary, the Court of Appeal ruled
that:

m UK sanctions on Russia do not
curtail a designated person’s abil-
ity to bring civil proceedings or
the court’s ability to give a money
judgment in favour of a designat-
ed person, therefore there should
be no stay of proceedings; and

m In any event, OFSI can license
certain orders, including costs
orders and orders for security
for costs, both for or against a
designated person.

While no decision was techni-
cally required on the ‘control’ issue
(due to it being obiter) the general
importance of the issue was recog-
nised, and as such, it was briefly
dealt with by the Court of Appeal.
Importantly, this included com-
ments to the effect that:

m PJSC National Bank Trust is
“controlled” by President Putin
and/or Ms Nabiullina within
the meaning of UK sanctions on
Russia.

m The first instance judge,
Cockerill ], had erred by “reading
in” wording to the UK sanc-
tions legislation and finding
that there was a carve-out from

the control test for control by
political office, or in seeking to
constrain the ambit of the test on
the basis of perceived unfairness.
The relevant test in the Russia
Regulations 7(4) is extremely
wide, using words such as “in all
the circumstances” and control
“by whatever means”. This broad
ambit should be taken as clearly
intended by the UK government,
given the absence of any carve
out.

m Specific reference was made to
the fact that Mr Putin is at the
“apex of a command economy”
and that, as such, state owner-
ship is a highly relevant factor
when considering control. While
recognising that the judg-
ment could lead to the “absurd”
outcome that every company in
Russia could deemed to be con-
trolled by Mr Putin and hence
sanctioned, Flaux L] commented
that if this applies, then the rem-
edy is for the UK government to
amend the wording of the Russia
Regulations or provide appropri-
ate guidance.

The Court of Appeal’s judgment
highlighted the risks which can
arise from hastily implemented
legislation. In addition, and
whether intentionally or not, the
judgment created significant un-
certainty for practitioners and UK
market participants alike. Indeed,
the approach taken by the Court

of Appeal to the ownership and
control test gave rise to the possibil-
ity that all Russian entities must be
considered subject to UK sanctions

on the basis that they are controlled
by Vladimir Putin. Although,

like the first case, this aspect of

the judgment was obiter and did
not create binding precedent, it
nonetheless caused a stir among
market participants.

POST-MINTS:
UK GOVERNMENT APPROACH
AND SUBSEQUENT CASE LAW

UK government approach

In light of the uncertainty gener-
ated by the obiter comments of

the Court of Appeal, the Foreign
Commonwealth & Development
Office (FCDO) released the follow-
ing statement, in response to the
judgment to clarify the UK govern-
ment’s position:

“The Government is cavefully con-
sidering the impact of the Court of
Appeal’s judgment in Mints & others v
PJSC National Bank Trust & another, in
particular the Court’s views that PJSC
National Bank Trust is ‘controlled’ by
Designated Persons by virtue of their
political office, noting that the case was
not decided on this point.

FCDO would look to designate
a public body where possible when
designating a public official if FCDO
considered that the relevant official was
exercising control over the public body.

There is no presumption on the
part of the Government that a private
entity based in or incorporated in
Russia or any jurisdiction in which a
public official is designated is in itself
sufficient evidence to demonstrate
that the relevant official exercises
control over that entity.
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UK sanctions

In the interests of reducing any uncer-
tainty, we are exploring the options
available to the Government in clari-
fying this position further.”

In addition to this statement, fur-
ther guidance was issued in order to
clarify the “policy intention of the UK
government’s approach to ownership
and control in UK sanctions regula-
tions...”. The key takeaways were as
follows:

m The FCDO does not generally
consider designated public of-
ficials to exercise control over a
public body in which they hold a
leadership function.

If the FCDO considered that a
public official was exercising
control over the public body
under UK sanctions regulations,
FCDO would look to designate
the public body at the same time
as designating the relevant pub-
lic official.

There is no presumption on the
part of the UK government that
a private entity is subject to the
control of a designated public
official simply because that entity
is based or incorporated in a
jurisdiction in which that official
has a leading role in economic
policy or decision-making.
Specifically, for the purposes

of regulation 7(4) of the Russia
(Sanctions) (EU Exit) Regulations
2019, the UK government does
not consider that President Putin
exercises indirect or de facto con-
trol over all entities in the Russian
economy merely by virtue of

his occupation of the Russian
Presidency.

The guidance helpfully establishes
that the UK government does not
consider all Russian companies to
be deemed designated persons by
virtue of Vladimir Putin’s own des-
ignation. Although the statement

is just guidance and does not have
the force of law, it strongly suggests
that UK enforcement authorities




would be unlikely to take action
against companies for dealing
with non-designated private sector
Russian persons.

Litasco SA v Der Mond Oil and Gas
Africa SA & Locafrique Holdings
SA [2023] EWHC 2866 (Comm)
(“Litasco”)
In November 2023, the English High
Court handed down the first bind-
ing decision relating to the “control”
issue in the case of Litasco. The
case concerned the failure of the
Respondent (Der Mond) to fulfil cer-
tain payment obligations relating to
trades of Nigerian crude oil. As part
of its defence, the respondent prof-
fered, amongst other arguments, that
the claimant (Litasco) and its parent
company, Lukoil, were controlled by
Vladimir Putin and therefore subject
to UK sanctions. The respondent re-
lied upon the discussion of this issue
in Mints to further its argument.
Dismissing the argument, Fox-
ton ] sought to distinguish the facts
in Litasco from those in Mints, as a
means of dealing with the comments
made by Flaux L] and the Court
of Appeal. Indeed, it was noted by
Foxton ] that it was not surpris-
ing that PJSC National Bank Trust
was deemed as being controlled by
Vladimir Putin on the basis that it
was “an organ of the state over which
President Putin exercised de facto
control”. Conversely, Foxton J con-
cluded that, with respect to Litasco,
there was no evidence to show (or
arguably show) that Litasco was
presently under the de facto control
of Vladimir Putin. This was because
Litasco’s parent company, Lukoil,
was a private company and clearly
not an arm of the Russian state.

CONCLUSION

The crux of Litasco, and what
practitioners and UK market par-
ticipants should take into account
when assessing control, is that “an
existing influence” by a sanctioned
person over the relevant business of
a company is required (i.e. de facto

control). The fact that a sanctioned Contacts
person could, in theory, influence
the operations of a company is
insufficient for the purposes of the
control test. Indeed, Foxton J com-
mented that with respect to Litasco,
Vladimir Putin was “wholly ignorant”
of Litasco’s existence and Litasco’s
affairs “were conducted on a routine Tine E. Vigmostad
basis without any thought of him”. Partner

The conclusions reached by tVi@wr.no
Foxton ] on the control test are thus
more aligned with the UK govern-
ment guidance and go at least some
way to alleviating the concerns
caused by the obiter comments of
Flaux L] in Mints.

Nonetheless, market participants
and practitioners must still conduct
sufficient due diligence to assess
whether a counterparty may be

Hanne R. Gundersrud
Senior Lawyer

subject to de facto control (“existing hau@wr.no

influence”) by a designated person.

In particular, where sanctions “red

flags™ are present, market partici-

pants should engage in a robust due

diligence process. In this regard, OFSI

has laid out steps in its enforcement

guidance at paragraphs 3.23 - 3.32,

with particular reference to owner- Jack Wray

ship and control, that may assist. Associate
The Wikborg Rein sanctions team iwr@wrco.co.uk

is also on hand to answer any ques-
tions or provide assistance on all as-
pects of counterparty due diligence.

9

What practitioners and UK market
participants should take into account

when assessing control, is that “an
existing influence” by a sanctioned
person over the relevant business of a
company is required.
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China and sanctions

ver the past few years, China

has enacted a suite of laws and

regulations aimed at protect-

ing the interests of Chinese
individuals and organisations, particularly
from the effect of restrictions in non-Chi-
nese legislation. The most applicable law
within this framework is the “Countering
Foreign Sanctions Law” (often referred to
as the “Anti-Sanctions Law”) which came
into force on 10 June 2021.

The Anti-Sanctions Law builds upon
other recent regulations, such as the “Rules
on Counteracting Unjustified Extra-
Territorial Application of Foreign Legis-
lation and Other Measures” (the “Rules™)
issued on 9 January 2021. The Rules apply
to situations where the extra-territorial ap-
plication of non-Chinese legislation hin-
ders Chinese individuals and organisations
in their dealings with a person or organisa-
tion from a third state. The Anti-Sanctions
Law targets restrictive measures against
Chinese entities more broadly and expands
the toolkit available to Chinese authorities
to implement countermeasures.

9

The Anti-Sanctions Law targets
restrictive measures against

Chinese entities more broadly and
expands the toolkit available to
Chinese authorities to implement
countermeasures.
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THE ANTI-SANCTIONS LAW

- AN OVERVIEW

While purported to be a defensive measure
- similar in some ways to regulations such
as the EU Blocking Statutes - the Anti-
Sanctions Law goes beyond a mere blocking
statute prohibiting compliance with cer-
tain foreign sanctions. Rather, the Anti-
Sanctions Law introduces two principal
protective measures by granting the relevant
government department the authority to:

m establish and conduct countermeasures
corresponding to the discriminatory
restrictive measures; and

m issue a counter-list of individuals or
organisations, and certain related
parties such as an individual’s spouse or
a company’s senior managers, involved
in the implementation of such measures
(the “Counter List”).

Measures, including prohibition of entry
and exit, confiscation and freezing of
assets in China, and prohibition of trans-
actions and other activities by the listed
individual or organisation, may also be
implemented against anyone put on the
Counter List.

In addition to the countermeasures that
may be implemented by governmental
authorities, the Anti-Sanctions Law gives
Chinese individuals and organisations
a legal basis for action against any
organisation or individual that assists in
the implementation of discriminatory
restrictive measures against them. The
available remedy is to request an order
to stop the infringement and claim
compensation for any losses. Chinese law
does not normally contain a right to com-
pensation for indirect and/or consequen-
tial loss, meaning the Anti-Sanctions Law,
on its wording, suggests a wider scope for
claims of loss than other Chinese laws.

In the context of sanctions against
Russia and Russian entities, the ap-



plication of the Anti-Sanctions Law

in situations where sanctions against
Russia have an indirect effect on Chinese
individuals and organisations, is not yet
settled law. At the time of writing, China
has updated the Counter List in December
2022 and April 2023, but only in response
to measures by the US against China.
However, it should be noted that the
Anti-Sanctions Law is broadly worded
and that we have yet to see any relevant
enforcement or judicial interpretation
under it. We therefore recommend keeping
a close eye on the Chinese government’s
further enforcement or judicial
interpretation of the Anti-Sanctions Law.

NEW AND EXISTING CONTRACTS
In many jurisdictions, including China,
Norway, and England, a contractual basis
is needed to terminate the contract or
suspend performance due to sanctions.
Absent a sufficiently robust sanctions
clause, termination may, therefore, be a
breach of contract that gives the counter-
party a right to claim damages.
Notwithstanding the position under the
relevant governing law, a party exercis-
ing a right under a sanctions clause that
has been negotiated and agreed to by the
parties is also less likely to be deemed to
be implementing discriminatory restrictive
measures under the Anti-Sanctions Law
(although such acts can still be considered
to breach the law). Therefore, it is usually
prudent to include sanctions clauses where
relevant in new contracts.

OTHER RELEVANT CHINESE
REGULATIONS

While it is less likely that a breach of
contract due to sanctions compliance
would constitute a breach of Chinese
administrative or criminal law, companies
operating in China should be aware that
other types of regulations may be
relevant.

For new projects, the Chinese Anti-
Monopoly Law may come into play if the
foreign company abiding by sanctions is
regarded as an operator holding a domi-
nant market position. Refusing to transact
with relevant counterparties without justi-
fied reasons may be regarded as abusing a
dominant market position. Notably, what
is considered a justified reason under the
Anti-Monopoly Law is subject to the dis-
cretion of the relevant local authority.

Needless to say, if the Chinese govern-
ment does not support Western sanctions,
abiding by them might not constitute a
“justified reason”. A company abusing its
dominant market position, may be ordered
to cease its illegal activities, have any il-
legal earnings confiscated, and/or be fined
between 1% to 10% of the previous year’s
sales revenue.

BEST COURSE OF ACTION

It is worth keeping in mind that, although
performance of a contract may currently
be illegal under applicable sanctions, even
a sanctioned party is not stripped of their
legal rights under a contract. For example,
a sanctioned party may still bring a claim
for wrongful termination, even years from
now, leaving companies exposed to legal
liabilities if and when the relevant sanc-
tions are lifted.

Importantly, not all sanctions will
require suspension of performance.

Debt prohibitions, for example, may

in certain cases instead be handled
through renegotiation of payment terms.
Companies should therefore carefully
review existing contracts and applicable
sanctions before deciding on the best
course of action.

Wikborg Rein’s international lawyers,
including our lawyers in Shanghai, are
well placed to help companies navigate the
balancing act of complying with applica-
ble, and sometimes conflicting, sanctions
and countermeasures.
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Responsible business conduct

Status: mandatory
human rights and
environmental
due dilligence

Regulatory requirements to conduct human rights and
environmental due diligence have been or are on the verge
of being implemented in several EU countries. Although
there are differences, taking a pan-European approach to
due diligence requirements can often provide significant
efficiency gains. This map depicts the status of legislative
processes in this area in various European countries.

In addition, on EU level, there is a proposal for the EU
Corporate Sustainability Due Diligence Directive.

Final act implemented

No law, but on the legislative or political agenda

Draft law issued
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Alert services
free of charge

WR Sanctions Alerts provide updates
on material developments in sanctions
programmes implemented by the EU,
UK, US and Norway.

WR ESG Alerts is a monthly newsletter
that covers key developments on topics
of relevance under the ESG umbrella.

Scan the QR code to sign up for our alerts
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